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Abstract

In this thesis, we explore restricted delegation of searches on encrypted audit logs. We show how
to limit the exposure of private information stored in the log during such a search and provide a
technique to delegate searches on the log to an investigator. These delegated searches are limited to
authorized keywords that pertain to specific time periods, and provide guarantees of completeness
to the investigator. Moreover, we show that investigators can efficiently find all relevant records,
and can authenticate retrieved records without interacting with the owner of the log. In addition, we
provide an empirical evaluation of our techniques using encrypted logs comprising of approximately

27,000 records of IDS alerts collected over a span of a few months.
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Chapter 1

Introduction

Databases contain large amounts of sensitive information, and as such, are tempting targets for
adversaries. In general, the company that owns the database considers the information stored within
it to be a valuable asset worth protecting. For example, many web sites have privacy policies that
describe how they collect users’ information, and how they protect it from disclosure. However,
in today’s competitive business climate, security and privacy tend to be at a lower priority than
operational cost. Subcontracting, and more recently outsourcing, have allowed sensitive data to
be accessed by third parties whose primary concern may not be in upholding the reputation of
the company outsourcing its data. For example, last year a medical transcriber in Pakistan hired
by a subcontractor of UCSF Medical Center threatened to disclose patients’ medical records unless
financial incentives were received [LO3]. Thus, as a result of increased outsourcing, people’s private
information now face more significant threats from both insiders and outsiders.

At a high level, the methods for securing the information residing in databases are dependent
on the assumptions about adversary’s limitations and more importantly, on the database’s mode of

operation. For example, a system may permit only a few users to update records, but allow nu-



merous users to have read-only access. Moreover, the nature of updates themselves may also differ
across systems. In most systems, records may be updated or deleted after they are initially created,;
however, append-only settings exist where records cannot be altered after their initial creation, for
example, medical records and audit logs. Moreover, the server hosting the database is usually trusted
to perform the protocols specified, through it is typically assumed that such servers are susceptible
to compromise.

Systems in the real world always face attacks. In order to be useable, the system must achieve
some security goals while remaining efficient. These goals include limiting how much information
is leaked during an attack and guaranteeing that an attack can be detected after the fact. For a
system to accomplish these objectives, careful consideration must be given to what secrets the server
stores, and the related consequences if that information is leaked to an adversary. In general, this
necessitates that a server must delete or evolve old secrets so that an adversary who compromises
the server does not have access to old secrets.

When compared to an setting in which only one user may append records, security goals are
harder to achieve in settings where many users are able to modified and append records. Thus,
we limit the scope of our investigation to a setting in which only new records are appended to the
database, and only one entity can append records. When that entity is the server itself, the database
model becomes very similar to that of an audit log. Audit logs serve the purpose of providing
evidence that private information was read or altered. The more detailed an audit log, the more
useful it may be in determining the specifics of an attack, including its severity. However, if obtained
by an adversary, audit logs can leak substantial amounts of private information (for example, users’
access patterns on a web site). As a result, the information stored in detailed audit logs is often as

sensitive as the data on the systems they are monitoring.



To that end, we investigate several questions. First, we explore how an audit log can be searched
during an investigation after the server is compromised, and how to limit the exposure of private
information stored in the log during that search. Next, we examine how the owner of the log, whom
we refer to as Alice, can delegate searches on the log to authorized third parties efficiently. These
delegations may be voluntary (for example, to a managed security company to investigate an attack)
or involuntary (for example, to comply with a search warrant). Delegated searches are limited in
scope and duration, provide a guarantee of completeness, and are efficient.

To understand how important but sensitive audit logs are, consider the case when a company has
a website that keeps an audit log of all accesses to that web site, and the server that runs the web site
is outsourced to a third party. Without protecting the audit log, users’ browsing habits can easily
be examined by that third party, or any adversary that compromises the server. Many websites
have privacy policies that state they will disclose collected information in order to comply with
law enforcement (for example, CNN In the event that a search warrant is issued, the company
needs to provide access to the appropriate log entries to an investigator. In addition to a guarantee
of completeness, the investigator needs to be able to complete the search through the audit log
efficiently. A recent example emphasizes the importance of the system being efficient for searches:
earlier this year, “After several hours of attempting to track down, inspect and audit the terabytes
of data that [CIT Hosting hosts], the FBI determined that it was more efficient [from their point of
view] to remove all of [CIT Hosting’s] servers and transport them to the FBI local laboratories for
inspection.”

While there are existing proposals (described in more detail in Chapters 2 and 4) that separately

implement audit logs on untrusted servers, searches on encrypted data by keywords, and time-

! See CNN's privacy policy at http://www.cnn.com/privacy.html
2 See http://lwww.carrierhotels.com/news/2004/Feb/1%BFittersweb host.shtml



based cryptographic primitives, our scheme is the first that integrates all of these constructions. Our
solution is based on the idea of forward security, namely that secrets are evolved to limit the number
of secrets that the server is required to store. The log’s owner, Alice, has the ability to delegate a
limited searching capability to an untrusted third party investigator. Moreover, the search is limited
in scope to only certain keywords, and is limited to records that pertain to a specific time period. The
investigator can efficiently find all relevant records (i.e., the investigator does not have to perform a
linear search through the entire log), and can be convinced that there are no more records within the
scope of the investigation. Furthermore, in an effort to verify the authenticity of all of the results,
only a constant amount of data needs to be transmitted between Alice and the investigator.

We propose several new ideas which allow for an efficient implementation of these goals.
Specifically, our construction uses the hash of the encryption key for a record as an index for re-
trieving that record. When the key used to encrypt a record is a hash of the record itself, knowledge
of the hash of a record is sufficient to retrieve that record from the server, decrypt it, and verify
its integrity, without giving an adversary who compromised the server means of doing the same.
Furthermore, hashes of previous records are included in later records, forming chains of records.
Therefore, only the final record of a chain needs to be authenticated in order to authenticate all of
the records in the chain. As a result of this construction, we believe that we have the first audit log
that does not require that records be stored in a deterministic linear order; records may be stored in
a random order, and even periodically reshuffled without affecting the security or usability of the
log. Figure 1.1 depicts our construction.

The rest of this thesis is organized as follows. An overview of related work is discussed in
Chapter 2. Chapter 3 describes the assumptions and goals of the system. Notation, cryptographic

building blocks, and more details about some related schemes are covered in Chapter 4. The basic



h(h(Ry)) En(ry)[Ry]
A
h(R,)
h(h(Ry)) Eh(Ry)[Px]

Figure 1.1: The database uses double hashes of log red®ydstp look up log records encrypted
with their hashes, e.giy,(r,)[1:]. The encrypted record contains a hash of another record, in this
example,R,. Knowledge ofh(R,) is sufficient to retrieve the encrypte@, from the database,
decrypt it, and verify its integrity. In addition, i®, was authenticated, the, is authenticated.

ideas for time zones and building an index are presented in Chapters 5 and 6. Next, we present
our scheme, SEALED, and performance results in Chapters 7 and 8. Finally, Chapter 9 concludes

with a discussion of some possible optimizations and future work. Appendix A presents the specific

algorithms used by SEALED.




Chapter 2

Related Work

There is much research that relates to the system discussed in this thesis. Work on outsourced
databases, in particular, that of Mykletun, Narashimha and Tsudik [MNTO4] propose a model for
outsourced databases where a external server is trusted to store data, but is not trusted with the
integrity and authenticity of that data. Within that model, they present a scheme which allows
the server to efficiently prove the integrity and authenticity of data through the use of aggregate
signatured. However, confidentiality of the data is not considered, nor do they address the issue
of ensuring that the server returns a complete answer. Moreover, the server is the only entity that
performs queries, which may lead to a performance bottleneck. Our scheme, and many of the other
schemes described in this chapter, allow searches to be delegated to third party investigators.

The topic of searches on encrypted data is directly related to audit log privacy. Schemes for
searching encrypted data can be divided into proposals that use symmetric keys and ones that use

asymmetric keys. First, we consider the schemes that use symmetric keys. In [SWPQO0], Song,

® The aggregate signature scheme they use was presented by Boneh et al in [BGL03]. The inverse
of aggregating signatures is described in [JMS02], and can be used to redact part of a signature. A
system that requires only part of a message to be authenticated and the rest of the message to remain
undisclosed can take advantage of a redactable signature scheme.



Wagner and Perrig describe a scheme for searching encrypted documents stored on a server for
any word in the document. They differ from our approach by having the server itself perform the
search, and return the results to the document’s owner. Their scheme does not allow searches to be
delegated to third parties, and cannot detect a server misbehaving by omitting results (e.g. there is
no guarantee of completeness), and requires a specific encryption scheme, rather than allowing any
suitable encryption scheme from being used. Although symmetric key operations are efficient, the
approach in [SWPO0Q] still requires the server to perform a linear search through each document in
the collection.

Several more recent papers use Bloom Filters [B70] to achieve more efficient searches (in mod-
els similar to that of [SWPO0Q]), although a tradeoff of using Bloom Filters is false positives. One
such scheme in this setting is presented by Goh in [G04]. A specially constructed Bloom Filter is
sent with each encrypted (and compressed) document to be stored on a server. In addition, Goh
describes how to efficiently search for infrequent words across multiple documents using a Bloom
Filter Tree. A subsequent scheme by Bellovin and Cheswick [BC04] uses encrypted Bloom Filters
to allow pairs of entities that do not trust each other to share selected data. A partially trusted third
party can perform a key transformation to change a search under one entity’s key to a search under
another entity’s key. However, if that third party colludes with any entities in the system, it learns
the secret keys of all participating entities.

Other types of data structures may also be used to achieve fast searches. In [CM04], Chang
and Mitzenmacher present a scheme to search encrypted files using a pre-generated index derived
from keywords in each of these files. This scheme is able to avoid the problem of false positives
that the previous schemes [SWP0O0, G04, BC04] suffer from. However, it may be argued that by

introducing noise into a search’s results, false positives provide a defense against statistical attacks



by an adversary. Thus, the cost of more efficient searches is that some information about access
patterns is leaked. In addition, [CM04] requires the keywords used to index documents be fixed
once an initial set of documents are indexed. As a result, there exist some keywords that cannot be
used to index new documents. Without the ability to use any string as a keyword, searching may not
be as precise as desired.

A symmetric key scheme for searching encrypted data is typically used by encrypting one’s
documents and sending them to a server that is able to search them, as is the case in the aforemen-
tioned approaches of [SWP0O0, G04, CM04]. However, in the context of an audit log, the server is
the entity that creates and encrypts documents (log entries) that eventually need to be searched and
decrypted by investigators. An example of a scheme in this setting was proposed in [WBDO04] by
Waters et. al.

A characteristic of existing schemes for searching encrypted data in a symmetric key setting is
that the key used to encrypt records is also the key used to search and decrypt records. However,
in the setting of an audit log, since the server encrypts log entries, it also has the keys to search
and decrypt those entries. Thus, symmetric key schemes are not suitable for our purpose — once the
server is compromised, an adversary would obtain all of the key material; as Waters et. al. point
out, “... the scheme is insecure against an adversary that is able to compromise an audit log server.”
Thus, we require an asymmetric key scheme to achieve our goals.

Unfortunately, asymmetric key operations are more computationally expensive than symmetric
ones, thus the ability to perform full-text searches in an asymmetric key setting may be computa-
tionally prohibitive. Solutions proposed in an asymmetric setting adopt the strategy of searching a
limited number of keywords extracted each document. Provided that these keywords are carefully

selected, this limitation should not limit useful searching (e.g., searching for the word “the” is not



useful).

The only works we are aware of about asymmetric schemes for searching encrypted data use
the identity based encryption scheme of Boneh and Franklin [BFO1] (more details about IBE are
discussed later). In [BCOO03], Boneh et. al. provide a formal definition for searchable public key-
encryption, and provide three provably secure constructions. However, their constructions only
allow for matching documents to be identified by the searcher; the searcher is unable to decrypted
them. By contrast, in [WBDO04], a novel construction using identity based encryption allows a
searcher to find matching documents and decrypt them. Documents (specifically, log records) are
encrypted with a randomly generated symmetric key, and that key is encrypted under each public
key corresponding to a keyword in the document. This construction is used to build an searchable
and encrypted audit log. Our scheme extends [WBDO04] by increasing the efficiency of a search
through the log and adding the ability to restrict searches to the portion of the log corresponding to
a particular interval of time. Additional details about the scheme presented in [WBDO04] are given
in Section 4.3.

A more distantly related topic is Private Information Retrieval [CGK95], where the goal is to
prevent a set of non-colluding servers from learning the physical location of a document (which
can be thought of as a block of data) that is being retrieved from a database. Enhancements were
presented in [CGN97], which described several data structures that can be used to determine the
physical location of a document. Of particular interest here is construction where a document’s
physical location is a hash of the document itself. While this is not very useful for searching with
the granularity less than an entire document, our system uses a similar construction for retrieving
documents. In our case, a hash of a document’s encryption key can be used to retrieve the document.

There have been several works relating to time based signatures in cryptography. In [HS90],



Haber and Stornetta present a method for time-stamping digital documents by sending a hash of
them to a central server. The centralized server uses a hash chain to bound the time when a document
was time-stamped at the central server, and the hash does not reveal the contents of a document
to that server. In [MO1], Mao introduces a scheme for time-released encryption and signatures. A
large amount of non-parallizable computation is required before a special signature can be converted
into a normal signature. However, this scheme is not correlated to absolute time (more computing
power changes the time scale), and does not scale to allow a user to time-release multiple signatures
simultaneously. A significantly more practical system was introduced by Mont, Harrison and Sadler

in [MHSO03]. Their system makes use of the IBE system of [BF01] to reveal signatures on documents
(or the documents themselves) at a specified point of time in the future. Documents are encrypted
with a public key for the date on which they are to be revealed. Each day, the central server reveals
the IBE decryption key corresponding to that date.

While there have been many works on audit logs, we focus on those suitable for untrusted
machines. In [SK98], Schneier and Kelsey propose a scheme in which log records are encrypted on
the server, and an adversary who compromises the server is unable to read or alter existing records.
The authentication of log entries is accomplished using a hash chain and a linearly evolving MAC
key. To facilitate searching, records contain type information (analogous to extracted keywords in
other schemes [WBDO04, BCO03]), and the the owner of the log can allow a searcher to read selected
records based on type information of those records. However, this scheme is not very efficient, as it
requires one key to be sent from the owner to the searcheaftirecord to be searched, and the
searcher must retrieval records from the server to verify the hash chain. Furthermore, the type
information of each record is stored in the clear.

The authors extend their scheme in [KS99] to reduce the number of keys the owner is required

10



to send to a searcher. Their solution involves a tree based scheme for deriving keys in which a non-
leaf key can be used to derive all of the keys in its subtree. Thus, the owner can give one key to the
searcher, who can then use that key to derive a range of keys. If the levels in the tree correspond to
different time periods (i.e.: seconds, minutes, hours, etc.), their scheme can be used for time limited
searching. Unfortunately, to keep the scheme secure and efficient, it only allows for a limited set
of record types. This limitation is problematic for an audit log, where the extracted keywords may
include, for example, an IP address. We extend their scheme by supporting more efficient searches,
allowing richer type information (a set of extracted keywords) and present a more rigorous analysis
of the number of keys required to be transferred to cover an interval of time in a tree based scheme.

More details about these schemes are discussed in Section 4.2.

11



Chapter 3

Settings and Goals

To begin, we informally state our setting and goals. An entity, denoted as Alice, owns a server
which she either operates directly, or has delegated operation to some third party. Alice is com-
pletely trusted and always protects her secret keys from compromise. To help justify this premise,
she remains (somewhat) isolated; communication with her is infrequent and does not use a large
amount of bandwidth. In practical terms, she may be considered to use a mobile device with limited
storage capacity, processing power, and bandwidth. Unlike Alice, the server is not fully trusted
and may be compromised by an adversary at some point in time, but until then, we assume that it
diligently follows all protocols in the system. To provide evidence detailing an attack, the server
maintains an audit log, which is generated by events occurring on the server (for example, alerts
from an intrusion detection system). In the event that the server is compromised, before Alice can
make use of the audit log, she must ensure that the log was not tampered with (e.g, determine if
records were inserted, altered, or deleted). In order to allow her to remain isolated, she requires
the ability to delegate searching and verifying selected parts of the log to third party investigators.

Examples of investigators may be a managed security company hired by the owner, or a law en-

12



forcement agency presenting a search warrant to the owner. When referring to investigators, we use
feminine pronouns.

Alice may restrict the scope of an investigator's search by time or keyword (each log entry
has an associated set of keywords, for example, the IP address of a remote action), but for privacy
reasons, it is important that an investigator does not learn anything outside of the scope of her
investigation. All of the records on the server are encrypted, so the server can return any record that
is requested without needing to perform authentication and without exposing private information.
This setup permits an investigator to retrieve records directly from the server. Once the records are
retrieved, Alice can verify their authenticity to the investigator (using very limited bandwidth), and
the investigator can be satisfied of the completeness of a search. Furthermore, the investigator can
perform the entire search and verification procedure efficiently.

We define the adversaries of the system in terms of investigators and the knowledge that they
possess. When Alice allows an investigator to perform a search, she provides the investigator with
one or more trapdoors to perform that search. While an honest investigator would delete these
trapdoors once the search is complete, investigators are not trusted to always do so. In particular, for
an investigator, we consider her knowledge of trapdoors from previous searches to be a vulnerability
to the system. These trapdoors allow an investigator to retrieve certain parts of the log and verify
those parts’ authenticity and completeness.

As an additional threat, if an investigator “captures” the server, either by a remote exploit, or by
physically taking the server, she may have more knowledge than before (e.g., access to the server's
memory). Such an adversary may also be concerned with concealing its behavior. An explicit goal
of the system facing such an adversary is to prevent her from searching the audit log and to prevent

her from undetectable modifying the audit log. In systems where these goals are met, it becomes

13



significantly more challenging for such an adversary to obscure their activities.

The rest of this Chapter discusses our assumptions and our specific system requirements. Before
we can present the requirements, we introduce some notation and terminology. The requirements are
broken up into three groups. The first set of requirements outline how investigators receive trapdoors
for searches, and what happens when they share them. The second, specifies the requirements and
restrictions when an investigator performs a search. Finally, the third set of requirements address
issues of restart recovery, in particular, what must be ensured to allow the server to resume normal
operations after a compromise, without resorting to the trivial solution of starting a new log from

scratch.

3.1 Assumptions

Our explicit assumptions are as follows:

Assumption 1 The owner, Alice, is completely trusted. That is, she always fully protects her secrets,

is not compromised during the lifetime of the system, and always follow the protocols of the system.

Assumption 2 All of the protocols and algorithms occur after Alice and the server are able to
securely exchange some information establishing the existence of the log and share several keys. An
example of a protocol to securely create a log is given in [SK98]. Secrets may be shared over a

secure channel, or with a key agreement protocol.

Assumption 3 The server requires periodic interaction with Alice to receive the time and authenti-
cation keys required for a predetermined amount of time in the future, which we denfgtg.ad/e
assume that these interactions are always successful and as such, keys are always available on the

server when needed.
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The length off;,.,, can be varied based on the needs of the system. Less frequent contact between
Alice and the server require more keys to be transferred at once, and thus exposed if the server is
compromised. On the other hand, more frequent interaction makes the system more vulnerable to

denial of service attacks.

3.2 Variables, Functions, and Notation

Subscripti’s are used for normal log records’s are used for time periods, an& are used
for each keyword associated with a record. In the audit log, there are two types of reggis.
denotes normal log records (which encapsulate a messggand A,’s denote anchor records.
When referring to a generic log record, is used. The functiotime(X) returns the time period
in which X was logged (it is assumed that no record is logged on the exact boundary between two
time periods).

The functionwords(X) = {w1,...,wj,...,w,} returns the set of keywords that are relevant
to the recordX. Note that for normal log records, this function applies to the message embedded in
the record, e.gwords(R;) = words(m;). When referring to a specific record (elg, or A,), we
include the subscript of that record in each For example, the keywords associated with record
R; arewords(R;) = {wi,...,w;j,...,wy,}. Each keywordw;; is used with some metadata
stored on the server to create an index fragmegitmore details about index fragments are in later
chapters. Note that theords(m) function must be deterministic, but the order that the keywords
are returned in can be random.

The system uses several types of kdfsdenotes the symmetric key used to encrypin each
R;, andK*** denotes the symmetric key to be used in the next record associated vilitte other

two types of keys are dependent on a time perjod]’ K, denotes the time key andlK,, denotes

15



the authentication key.

We use bothu, b anda|b to denote concatenation. It is implied that each field has a well defined
length, or a known delimiter to separate it from the next field. Different types of grouping symbols
(parenthesis, brackets, angle brackets, etc.) are not significant; they are used for readability (so that

the same grouping symbol does not appear nested inside itself).

3.3 Investigators and Keys

An investigator may have been authorized to perform several searches in the past, and may have
kept the trapdoors obtained from all of those searches. et {wy,...,w,} be the set ob
keywords whose IBE trapdoors have been provided by the owner, ahd4efT, ..., Ty} be the
set of time periods for which time keys can be obtained from the trapdoors provided by the owner.
More specifically, the time periods ifi form d disjoint intervals (thél;’s) of average length. Let
INV(T,W)-adversary denote an investigator with knowledg&/’cind W. The set of records
that Alice allows such an investigator to read is definedragch(T, W) = {X : time(X) €
T N (words(X)NW # ()}

The requirements related to investigators obtaining and sharing trapdoors are as follows:

Requirement 1 (Efficient Delegation) Alice can authorize an investigator to search for records in

match(T, W) using bandwidttO (v + dlog(t)).

Informally, a time interval is aligned if it spans an entire minute, hour, day, month or year. For
example, the time interval of March 2004 is aligned. For some properly-aligned intervals of time,

thelog(¢) factor become®)(1). In practice, we believe that most searches will be aligned.
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Requirement 2 (Fine Granularity Searches) Searches intervals may be begin or end on single
second boundaries (or some other unit, as predetermined by Alice). A record may be described by

any number of keywords, and each keyword may be of arbitrary length.

The duration of the minimum interval of a search is calletihe zonewhich is discussed in
more detail later. Servers that experience low volumes of traffic may wish to save resources by
having larger time zones, for example, one per minute. More precisely-defined searches can be per-
formed if there is more information contained in the keywords describing a record. At an extreme,
satisfying this requirement means that an entire message may be extracted into its keywords.

For a particular search, an investigator is allowed to search for a keywidrd € W, and may
not search fow otherwise. However, a new proposal by Sahai and Waters [SW04] may allow for
Fuzzy ldentity Based Encryption in which an investigator may search fibiit is “close” to any

element ofiV.

Requirement 3 (Strong Collusion Freeness)he set of records that can be read by a group of
k adversariesINV(Ty, Wy), ..., ZNV(Ty, W) who share their trapdoors (e.g., the records in
match (UleTi, Uf:1Wz‘)) is equivalent to the records that can be read by these investigators shar-

ing their results (e.guY_, match(T;, W;)).

This requirement formalizes the intuitive notation that investigators cannot learn any more
records by combining their trapdoors. Unfortunately, our scheme cannot achieve strong collusion
freeness due to the independence of per-keyword trapdoors and per-time period trapdoors, as well
as the homomorphic natdref match. In particular, when # j, the records ofnatch(T;, W)

can be read by investigators who combine their trapdoors, but not by any individual investigator.

* Thatis,match(Th U Ty, W) = match(Ty, W) U match(Ty, W) andmatch(T, W1 U W) =
match(T, W1) U match(T, W3).
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In order to achieve Strong Collusion Freeness, there need to be separate sets of time keys for
each keyword; however, maintaining these separate sets presents a problem for the requirements of
Efficient Delegation and Fine Granularity Searches. For example, the scheme of [KS99] needs to
severely limit the number of possible keywords to remain efficient. Moreover, when only a handful
of keywords exist, all searches become very general in scope. Furthermore, [KS99] has another
significant limitation: the keywords for each record are stored in the clear.

Thus, we introduce a weaker notion of collusion freeness which balances the other requirements
related to efficiency and flexibility, but allows investigators to perform searches that Alice may not
have intended to allow. Future work will examine how to achieve Strong Collusion Freeness without

limiting other requirements. More details about these tradeoffs are discussed in Chapter 5.

Requirement 4 (Weak Collusion Freeness)The set of records that can be read by a group of
k adversaries ZNV(T1, W1), ..., ZINV(T, Wy) who share their trapdoors (e.g., the records
in match (UleTi,UleWi)) is equivalent to the records that can be read by & V(T, W)-

adversary (e.gsnatch(T, W)), whereT = UF_, T; andW = UF_ | ;.

In other words, a group of investigators who share their trapdoors cannot learn more than a
single investigator who has all of those trapdoors, or put more simply, keyword and time period
trapdoors are not investigator specific. Consequently, more records may be obtained when investi-
gators combine their trapdoors rather than combine their individual search results. This requirement
is achieved as a result of the homomorphic nature.efch.

However, a positive side effect of the weaker requirement is that Alice does not need to keep
state about the prior trapdoors given to each individual investigator. To determine what any investi-

gator could possibly read, she simply assumes that all investigators collude, and only needs to keep
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track of which trapdoors have ever been provided to any investigators. Although the owner does not

need to keep track of all previous searches to use the system, we suspect that it is prudent to do so.

3.4 Investigators and Searches

Once an investigator has obtained a set of trapd@basmd IV, either from Alice or through
collusion with other investigators, she can perform a search. This section discusses the requirements

of those searches.

Requirement 5 (Completeness)The investigator can read all log records € match(T, W),
and be convinced that no other records in this set exist in the log. The investigator can authenticate

all of these records without contacting Alice.

The authentication is performed by verifying one public key signature for each of tinee
intervals being searched. The public key for that signature was previously provided by Alice during
the search delegation. Thus, Alice may remain off-line once the investigator obtains the trapdoors

needed to perform the search.

Requirement 6 (Efficient Searching) For each keywordv € W and each interval of tim&; € T,
once the first matching record is found, an investigator will only need to retiig\e records,

wherek is the total number of records containingduring 7;, e.g.,/match({w},T;)|.

A consequence of efficient searching is that the total number of records retrieved (excluding
those before the first match is found), is at most a constant factor (in our case, 2) above the number
of records that actually match. Other schemes previously proposed (in particular, [SK98, KS99,

WBDO04]) require that all of the records in the log (or for a period of time in the log) be retrieved.
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In our case, we only need to retrieve a number of records proportional to the number of matching
records. Thus, when searching for infrequently occurring keywords, our scheme is much more
efficient than previous work. While there may be many records retrieved before the first match
is found, our performance until the first match is equal to that of [WBD04] when their indexing
optimization is used.

Note that we are not concerned with the sizes of records stored on the server. Since an inves-
tigator only needs to retrieve a minimal number of non-matching records, it is acceptable for these

records to be larger. Moreover, storage is cheap, whereas time and bandwidth are scare resources.

Requirement 7 (Privacy Preserving SearchesWhile performing a search, an investigator can-

not read log recordsX ¢ match(T,W).

Requirement 7 warrants further discussion. To allow an investigator to be convinced that she
has obtained all records related«ofor a search of time interval’;, she must be convinced that
the no other matching records relatedut@ccurred after the start af;. However, retrieving and
examining all other records durirffj is inefficient. Moreover, she must not be allowed to learn the
exact time period in which the previous record related farior to 7; was logged, nor can she learn

if any such record exists.

3.5 Recovery from Compromise

After a server has been compromised, it may be difficult to determine if an adversary installed
any backdoors that allow for future access. As a result, many servers are simply formatted and their
software reinstalled after a compromise. Part of that process may typically include starting a new

audit log. While this simple solution is sufficient, it has limitations and overhead which become
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clear when one wants to perform searches spanning both the old and new audit logs, especially
when the server may be frequently compromised and reinstalled.

In our system, the audit log is tamper resistant (as defined below), and as such, it is possible
to determine which part of the log is intact. The untrusted remainder of the log can be removed,
and our system allows the most recent good record to be “spliced” to a new log segment, and then
allows the log to continue normal operation. The advantage of our approach is clear — a single set
of trapdoors can allow an investigator to perform a search spanning multiple segments of the log.

Define aCAP(T, W, p)-adversary as &NV (T, W)-adversary who compromises the server
during time periodp. If this adversary was not a normal investigator before capturing the server,
or is not colluding with an investigator, then the sétend are empty. Such an adversary has
access to everything stored in memory on the server, and has read/write access to everything on the
server's stable storage, including the current time Kely,,. This type of adversary is in control
of the server, and can clearly prevent any future log records from being written. In addition, log
records for the current time zone are vulnerable to being undetectable deleted, motivating a tradeoff
between overhead and security in the choice of a time zone length.

The goal for &C AP (T, W, p)-adversary is to beertainthat the log contains no record of their
intrusion. If the system prevents her from searching the log, then she cannot be certain that an
intrusion detection system on the server did not log her intrusion. Thus, the adversary is forced to
assume that an incriminating log record exists, and she must alter the log to remove the possibility
of being caught. If the system can also prevent the adversary from undetectable altering the existing
log records from before time perigd then it is impossible for the adversary to achieve her goal.

As a result, the specific requirement for the system to allow normal operations to resume after a

CAP(T,W,p)-adversary are:
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Requirement 8 (Tamper Resistant Log) The adversary must not be able to insert, delete, or alter
any log records from any time zone befgravithout such changes being detectable by Alice or

another investigator that Alice delegates such a verification to.

Requirement 9 (Limited Searching) The adversary cannot read any more records than an

INV(T U p, W)-adversary.

A side effect of having the abilities of an investigator with knowledgé'&f,, is that the adver-
sary can perform a search for keywordslin during the current time periogh. However, since
the current time period’s authentication keyi<,, is stored on the server, the adversary can simply
delete all records for the current time zone without leaving a trace. Thus, we reiterate the need
to carefully chose the length of a time zone. For an interactive adversary (e.g., a hacker manually
typing in commands), a time zone length of one minute may be sufficient, but for an automated

system, the time zone may need to be reduced to a single second.

Requirement 10 (Limited Key Exposure) All future keys (that is, those for time periods after

I¢y) cannot be derived from the secrets that are stored on the server during time period

As a result of this requirement, after the compromise is detected, the system is cleaned, and a
finite number of time periods have elapsed afigihe server can resume normal operations. Recall

the time period length is related to Assumption 3.
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Chapter 4

Preliminaries

This chapter will introduce the cryptographic primitives used in the rest of the thesis and pro-

vides a more detailed description of the related work that our system directly builds on.

4.1 Cryptographic Primitives

A cryptographic hash function is an efficiently computable mapping from variable length mes-
sages to fixed length digests, and is denotefi(as) = d. Hash functions are collision resistant
(difficult to find anzx, y such thath(z) = h(y)), and are one-way (difficult to find an such that
h(z) = d for some fixedd). In our system, we use SHA-1 [F180], which produces a 20 byte (160
bit) output. When more than 160 bits are needed as the output of a hash function, we extend SHA-1
by outputting(h(m)|h(m + 1)|h(m + 2)|...).

A message authentication code (MAC) is a hash function that uses a secketkelis denoted
as fr(m) = d. If k is known, fi(m) can be computed efficiently. However,/fis not known,

an adversary cannot compute digests for messages nor determine if a digest matches a particular
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message. An example of a MAC is HMAC [F198].

A symmetric key cipher is a deterministic pseudorandom permutation on fixed size hicks,
that uses a secret k&y Encryption of a message is denoted By(m) = ¢, and decryption is
denoted a®y(c) = m. In our system, we use AES [F197] with both a 128 bit key and block size.

A public key signature scheme provides non-reputable signatures of messages. In practice, for
efficiency, one typically signs a hash of the message instead. A secret signing key is used to generate
signatures, and a public verifying key allows anyone to verify a signature. In our system, we use
the Digital Signature Algorithm (DSA); for more details about this scheme, we refer the reader to

[F186].

4.2 Tamper Resistant Audit Logs

In Chapter 2, we introduced a tamper resistant audit log scheme [SK98] and an improved version
[KS99]. The goal of a tamper resistant audit log is that an adversary who has compromised the server
cannot read or undetectable alter existing records. We first introduce the notation and terminology
used in these schenfesMessagen; is the ith message to be stored in the audit log. A set of
permissions associated with;, i.e. words(m;), describe the contents of the message in enough
detail for the owner of the log to be able to decide if a particular investigator should be allowed to
readm;, but with insufficient information to to reveab;. These permissions can be thought of as
keywords extracted fromm;. An authentication keyA K;, is stored by the server, and is evolved
after each log record is written.

To store a new record, an encryption K&y = h(words(m;), AK;) is derived from the permis-

> For ease of exposition, we changed the notation from these papers to the notation used in our
system.
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sions associated with the message and the current authentication key. The resulting encryption of
the message B, (m;). Next, a hash of this record and the hash from the previous record is created
asY; = h(Yi_1, Ex,(m;), words(m;)). The hash from the previous record is included to form a
hash chain. Finally, a MAC is used to authenticate the hdshk; f1x,(Y;), and the authentication
key is evolved AK; 1 = h(AK;)). Thei-th log record isR; = (words(m;), Ex,(m;),Yi, Z;).
Once the record is writteM K; and K; are deleted.
We note however that there are two major problems with this scheme. First, the extracted
keywordswords(m;) are stored in the clear, which may leak some information to an adversary. As
a consequence, there is an implicit limitation on how detailed the keywords may be, limiting the
granularity of searches. Second, and more importantly, if an adversary odt&insshe is able to
derive all future authentication keys. This necessitates starting a new audit log after a compromise.
Note also that from time to time, an investigator may want verify or read a range of records in
the audit logs, fromi, to Ry (b < f). She can accomplish this by retrieviayj of the records
betweenR, and R; from the server and verifying the hash chain (#&). Next, she sends the
owner of the logf, Yy, andZ, along with a list ofi, words(m;) for eachR; (with i € [b, f]) she
desires to read. Then, the owner can verify the final MAG)(and providei; for eachwords(m;)
that the owner determines the investigator should be allowed to read. A feature of this scheme is
that if the investigator lies aboutords(m;), the corresponding key that the owner retrieves will not
be correct. However, the number of messages that need to be exchanged to allow an investigator to
perform a search is a significant disadvantage of this scheme, which was addressed by the authors
in [KS99].
To reduce the number of keys that need to be transferred, in [KS99] the authors allow investiga-

tors to derive multiple encryption keys from a single secret. This construction is based on the use of
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trees: a key for a node in the middle of the tree can be used to derive the keys for each of its children;
iteratively executing this procedure will result in deriving all the keys for a subtree. The levels of
the tree can be used to represent different lengths of time (e.g., hours, days, etc.). Thus, the owner
of the log can allow an investigator to search a large portion of the log by providing a relatively
small number of keys. Although the authors do not provide a rigorous analysis of the number of
keys required, intuition suggests that it would be logarithmic in the duration of the interval.
Unfortunately, a consequence of the key reduction of [KS99] is that record encryption keys are
no longer derived from permission masks, so investigators can lie to the owner about permissions.
Thus, a separate tree of keys must be maintained for each possible permission mask. As a result,
for the scheme to remain efficient (in terms of the number of keys that must be managed), the
number of possible extracted keywords must be reduced to a very small number. This is of course
problematic when information relevant to an audit log (for example, an IP address) are extracted as
keywords; the ability to have millions of different possible keywords without creating a burden of

key management becomes paramount Beguirement 2

4.3 |IBE-Enabled Audit Logs

Our approach extends the asymmetric key scheme presented in [WBDO04]. Their approach
depends on ldentity Based Encryption (IBE), which allows arbitrary strings to be used as public
keys. We use the IBE scheme of Boneh and Franklin presented in [BF01] that achieves chosen
ciphertext security. We denote an identity based encryption of a messagth public keyw as
¢ = IBE,(m), the private key corresponding te asd,,, and the identity based decryption of
with private keyd,, asm = IBDy, (c). While the other cryptographic primitives described are rel-

atively fast, identity based operations are very slow, and care must be taken to minimize the number
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of IBE operations required.

At a high level, the scheme of [WBDO04] is similar to the tamper resistant audit log schemes
discussed in Section 4.2. In order to add a messageo the log, a random encryption key,

K;, is chosen, andh; is encrypted with this key. The message has a set of associated keywords,
words(m;) = {wj1, ..., wij, ..., wiy, . K; is appended to a public constafitg, and the result is
identity-based encrypted using eaefy € words(m;) as a public key. The log recoifd; contains
Ek,(mi),ci; - - -, Cij, - - -, Cit;, Where eachy; = IBE,,; (flag|K;). Inaddition,R; contains a part

of a hash chain and an MAC of that hash (similar to ¥iis and Z;'s from [SK98]). Once the log
record is written K; is deleted.

A major advantage of this scheme over that of [SK98] is that the keywords associated with
each message are not stored in the clear. Moreover, an adversary who examines the ciphertext
cij = IBEy,;(flag|K;) cannot determine which string was used as public key to encrypt it (e.g.,
wj;). This result is due to the key-privacy property the IBE scheme of [BFO1]; we refer the reader
to [BBDO1] for more information about key-privacy, and to [BCOO03] for a proof of key privacy in
IBE.

To perform a search for all records in the log containing the keywgrah investigator requests
the trapdoor (private key) for that keyword,() from the owner of the log. Next, the investigator
retrieves each recorll; from the log and attempts to decrypt eaghusingd,,. She can determine
if a decryption was successful by checking 8Dy, (c;;) begins withflag. If the decryption was
successful, she has obtainkg, which can be used to decrypt;. We note that the use of the IBE
scheme that provides chosen ciphertext security, rather than using the semantically secure version,
makes the use oflag unnecessary, as decryptions with the incorrect key will fail. However, to be

consistent, we still describe their scheme with the usgl@§.
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Clearly, this scheme is has some limitations. An investigator must retalexecords in the log,
and attempt one IBE operation for each keyword associated with each record. Furthermore, IBE
operations are much more computationally expensive than symmetric key operations. More impor-
tantly, knowledge ofi,, will allow an investigator to decrymll recordsR; with w € words(m;),
even those that have not yet been created. As such, it is desirable for a scheme to limit the scope of
an investigator's query to a specific period of time.

To address the performance reduction associated with the use of IBE, the paper also discusses
some optimization techniques. One optimization, pairing reuse, allows an expensive operation to be
cached and reused in future encryptions, since it only depends on the public key (and not the mes-
sage). However, the most important technique presented is indexing, which allows an investigator
to retrieve fewer records and perform fewer IBE decryptions during the course of a search. This
improvement groups a small number of consecutive log records into a “block”. Note that the block
size does not need to be constant, it may be the number of records that appeared during a particular
interval of time. Once all of the records in the block are storedi (&5, (m;)), a special index
record is written (analogous to an anchor record in our scheme). For each keyvessbciated
with any record in the block, the index record contains an IBE with publicikkey a list of which
log record {1, . . ., iy) from the block contains the keywotd, and the encryption key used for each
of those recordsKj;,, ..., K;,). See Figure 4.1 for an overview. While indexing provides a large
performance increase, it can allow an adversary who compromises the server to read record in the
current block. This vulnerability is a direct consequence of the server needing to keefi gisch
the clear until the index record is written.

Next, we consider the performance of indexing. hetenote the number of entries in the log,

b denote the number of log entries per blogkgjenote the average number of distinct keywords in
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Figure 4.1: The indexing optimization from [WBDO04]. Access to an index fragment in an index
record allows an investigator to locate and decrypt all matching records within that block.

a block, andk denote the number of log records that are related to a keyworthen to perform

a search fonw, an investigator needs to retrie¢¥n /b + k) log records and perforrd(u - )

IBE decryptions. In practice, we expect that most searches would be performed on infrequently
occurring keywords, and as sueh/b > k. A consequence of keywords occurring infrequently

is that there are many distinct keywords in each blocky se b. Thus, the number of records to
retrieve and the number of IBE operations to perform are proportional to the total number of records
(n), rather than the optimal value (the number of matching recand®y contrast, the number of

records retrieved and IBE decryptions performed during a search ar@bhbtlin our construction,

once the first matching record is found.
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Chapter 5

Time Zones

This chapter discusses several possible approaches of adding support for time-scoped searches
to the scheme of [WBDO04] (see Section 4.3). Through a discussion of the limitations of each of
these schemes, we motivate the system design choices and requirements presented in Chapter 3.
We show that in order to efficiently support a large number of keywords in a per-keyword time
zone setting, the master IBE secret would need to be stored on the server. Since any adversary
who compromises the server would learn this master secret, it is not practical to have separate time
zones for each keyword. Instead, all keywords are part of the same time zone (e.g., only weak
collusion resistance is provided). In this setting, the server only requires periodic interaction of
constant size with the owner to update its key material for a predetermined number of time periods
in the immediate futurelf.,). Furthermore, we show that the extra encryption used with a time
based key should encrypt thg'’s so that less information is available to an adversary. Since the
most efficient solution involves only a single time zone, then this necessitates that log records are

themselves encrypted.
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v

Figure 5.1: Time periods are 32-bit unsigned integers. Each of the parts of the date is broken into
fixed length fields, with the lengths as indicated. This representation allows all dates between 1970
and 2033 with one second precision to be used.

5.1 Time Periods

We begin by illustrating how 32-bit unsigned integers are used to represent time periods. Rather
than using a standard Unix timestamp (the number of seconds since January 1, 1970), we split the
32-bits into several fixed-width fields (see Figure 5.1). As a result, we do not have the ability to
represent extended periods that Unix timestamps can; however, our approach still allows represen-
tation up to 2033 with 1-second precision. In practice, we expect most search requests to be aligned
to some period of time (for example, days), and in such cases, we believe that our representation
allows for a more efficient implementation.

A consequence of having separate fields for each part of a date is that some 32-bit values repre-
sent invalid time periods (e.g., the 15th month of the year, or the 30th hour of a day). These invalid
integers cannot be used as time periods, but internally, if a field is set to its minimal valid value, it is
interpreted as all 0 bits. Similarly, if a field is set to its maximum valid value, it is interpreted to as
all 1 bits. This means that the year, hour, minute, and second fields are 0-based; the day and month
fields are 1-based.

A time zonds the finest granularity with which time scoped searches can performed, and con-
sists of a continuous interval of time periods. The duration of a time zone should be chosen such
that there are several log records added to the log during each time zone. Time zones can be a single

second, but in practice, we expect them to be aligned on minute boundaries. When we refer to a

31



time periodp, we mean the last time period occurring in that time zone, ang-by we mean the
last time period occurring in the previous time zone.

To simplify the analysis, we assume that there are roughly the same number of log records
per time zone. While it is true that most servers experience spikes in usage, we believe that these
constant factors are captured by the big-O notation. Recalktlisithe number of entries in the
log, andb is the number of records per time zone (e.g., in a single block). Thus, the number of time

zones in the log is /b.

5.2 A Trivial Solution

The trivial way to add time-scoped searching to [WBDO04] is as follows. First, the time period
that a record?; was added during;me(R;) is stored in that record. Note that the time period can
be stored in the clear since the time period of the record can be inferred from its relative position
in the log. Next, the public key used to form); is changed fromw;; to time(R;)|w;;. Thus,
¢ij = IBEyime(Rr,)|w;; (flag|K;). To use the indexing enhancement, one needs to ensure that all of
the records in a block occur during the same time zone.

Searches are performed as in the original scheme. An investigator asks Alice for the trapdoors
corresponding to each keyword she wants to search for during an interval of time. Unfortunately,
this simplistic scheme results in a large performance penalty for Alice. To search for a single
keyword int time zones, she needs to provide an investigator @With IBE keys. However, from
the investigator’s perspective, performance is comparable to before. The number of index records
to retrieve and the number of decryptions required is proportional to the fraction of log the within
the scope of the searcﬁ}b.

Although this trivial approach places a great burden on the owner, it has a desirable feature that
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the time zones are separate for each keyword. This interdependence between key types allows Alice
to prevent the problem of unintended search capabilities discussed in Section 3.3, and allows Strong
Collusion Freeness (sé&quirement Bto be achieved. However, efficient search delegation is an

important goal (seRequirement ), so an alternate approach is needed.

5.3 A Tree Based Approach

To reduce the number of keys that the owner needs to provide an investigator, we use a tree-
based technique to derive time keys similar to that of [KS99]. Note that this technique is also used
to derive authentication keys, but for ease of exposition, we limit the discussion to the use of time
keys. A tree based scheme satisRegjuirement 1:0given a time key, all future time keys cannot be
derived. A linear key evolving scheme (for example, a hash chain) cannot satisfy this requirement
since knowledge of one key can be used to deail/éuture keys.

Recall thatl' K, is the time key for time zone containing time periad/Ve extend this definition
to allow for time keys to be generated in a tree structure by having “partial” time periods: 32-bit
numbers with some of their most significant bits determined, but with their least significant bits not
yet determined. We denote bjy| as the bit length op; low(p) as the smallest 32-bit unsigned
integer that can be obtained fropn(e.g.,p followed by all 0’s); andhigh(p) as the largest 32-bit
unsigned integer that can be obtained frpie.g.,p followed by all 1's).

A master time keywhich we denote a$' K., is randomly chosen to be at the root of the tree
(implicitly, TK, has|p| = 0). Letz € {0,1} denote a single bit, anll,(m) be a pair of hash
functions that are publicly computable. There are several possible constructions, for example, a
MAC f.(m) or a concatenatioh(z|m). Then we defind'K,,, = h,(TK,), provided thatp| €

[0,31]. Oncelp| = 32, TK, is an actual time key. As an example, if time periods were one month
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Figure 5.2: Consider a simple example where time periods are one month in duration, and the search
interval spans March through July. The values in each box are the subscripts of time keys. To allow
an investigator to derive the keys for this search interval, the keys in the shaded boxes need to be
transmitted to her.

in length, then the minimum number of keys that must be transmitted to the investigator for the
period spanning March through July is depicted in Figure 5.2.

Using a tree based scheme, on averééyg(t)) keys need to be sent by Alice to an investigator
for a search spanningime zones. Furthermore, if the interval of time to be searched is well aligned
(e.g., its boundaries correspond to one unit of time, for example, one m@nth),keys can be
provided to an investigator to generate keys for the search. Since the time keys are independent
of the keyword trapdoors, this tree based construction meets the requirements of Efficient Search
Delegation Requirement )L

Now that Alice has a mechanism to efficiently distribute time keys to an investigator, we address
the question of how to integrate these keys into the audit log on the server. The server is required to
have some key material (for a limited interval of time surrounding the presgpt.as discussed in
Requirement 10 and requires periodic contact with Alice to obtain keys for future periods. While
it is true that more key material is now stored on the server, our tree based construction limits the
exposure of future keys when the server is compromised. This is a direct contrast to the schemes of
[KS99, WBDO04], where all future versions of the linearly derived authentication key are exposed

when the server is compromised.
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Clearly these keys cannot be prepended to keywords and used as IBE public keys (which is the
case for the trivial scheme) since the resulting construction requires Alice to distribute as many keys
for searches as in the trivial scheme. Thus, we use the time based keys as symmetric keys to encrypt
some or all of each log record. The two possible ways of encrypting a record are to encrypt the
entire record, or to encrypt individua};’s in the record. These options are explored in the next two

sections.

5.4 Per Keyword Time Zones

First, we consider schemes that have separate time zones on a per-keyword basis. Recall that we
want to have as large a number of keywords possible Respiirement 2 and cannot require the
server to store a master key (deequirement 10 Let T'K,, , denote the time key that corresponds
to keywordw during time periodp. Recall thaic;; = IBE,,;(K;); the flag is not required with
the chosen ciphertext secure version of IBE. As previously discussed, we cannot use a value other
thanw;; for the public IBE key. Thus, the design choices left to explore are either to enrymt
Cij-

Letc;; = ETKwij’p(flag]cij) denote the encryption af;;. Recall that the time periogh =
time(R;) during which recordR; was recorded is stored in the clear. Thus, when an investigator
is searching for records associated with a keyweorand the time periog is within the scope of
her investigation, eact, in a recordR?; can be decrypted witfl /<, ,. If the keyword forc;; was
actuallyw, then the decryptiobr,, , (c;;) will be of the form flag|c;;. Upon observingflag, she
can perform an IBE decryption ag; to obtaink;. On the other hand, ib;; # w, thenDrg,, | (c;j)
will not begin with flag, and she does not need to perform an IBE decryption. Since symmetric

key operations are much more efficient then IBE decryptions, searches will actually be faster, since
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unnecessary IBE decryptions can be avoided.

By contrast, ifK; is encrypted first, and}; = IBE,,; (ETKwij,p(Ki)), an investigator will
need to IBE decrypt ea(zlfyj in R;. Thus, the performance is the same as for the original scheme.
Hence, it make more sense to encryptwith a symmetric key scheme (after the IBE encryption)
rather than encrypk; before the IBE encryption. We emphasize that to obtain significant gains
in searching efficiency, unnecessary IBE decryptions must be avoided. In particular, the optimal
number of IBE decryptions to perform is one per matching record, which intuitively requires some
type of index structure.

In order for the server to be able to encrygtand forme;;, it requires' K., ,. Inthe tree based
scheme we described, efficient protocols exist for deriving keys in different time pegisiisbt
not for different keywords(;;’s). In particular, we need a protocol that allows the server to obtain
key material for somev;; that it has not previously seen. This problem is explained by Kelsey and
Scheiner in [KS99]:

Our improved scheme requires the ability for [the investigator] to compute keys for
himself. This means we cannot use our permission mask mechanism any longer. In-
stead, we must use a much less efficient mechanism. We will have to maintain a whole
set of keys for deriving record keys, as described above, for each different permission
mask. This means that instead of potentially having millions of different permission
masks, we will likely end up with two or three.

Recall that their notion of permission masks are analogous to extracted keywords. It is essential
to support a large number of possible keywords, especially considering an audit log could have
keywords corresponding to IP addresses ®equirement 2 Thus, it is not acceptable to only
have two or three possible keywords. If separate time key trees are used for each keyword, the
periodic key updates from Alice will require bandwidth linear in the cumulative number of distinct

keywords in the log. This is far in excess of the constant bandwidth required when only one tree of
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time keys is used.

In order for the server to be able to generate keys for arbitrary keywords without contacting
Alice, it must store a “master” secret, which we denotd1dy, used to generate the master time key
T K, « for each keywordv’s time key tree. However, in the event that the server gets compromised,
an adversary would be able to remove all time zone restrictions in the system — they could simply
derive all time keys for all keywords on their own fréf¥. This vulnerability motivates exploring

the use of time zones that are not based on keywords.

5.5 A Single Time Zone

The main advantages of using one time zone is that the server does not need to store a master
secret, K or TK,) and can support a large number of distinct keywoRisquirement 2 Before
we discuss how to implement a single time zone, we need to reiterate the problem with a scheme
in this setting: an investigator who has obtained trapdoors from multiple searches has the ability to
combine those trapdoors and read records that were not readable during any individual search (see
Requirement 4, Weak Collusion Freerness

An example of this problem is as follows. If Alice allows an investigator to searchwfor
January, and later allows her to search{diin February, she will also be able to searchddrin
January anav in February. Alice did not intend for records matching either of these two conditions
to be read by the investigator. Moreover, Alice cannot know what records an investigator is actually
able to read after being provided with trapdoors for another search, as the investigator may have
colluded with other investigators and obtained additional trapdoors. However, this means that Alice
is not required to keep state for the trapdoors that have been provided to each individual investigator.

A limitation of our construction is that we can only provide Weak Collusion Freeness. In future
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work, we hope to modify our construction to provide Strong Collusion Freeness.

Recall thatR; = (i,time(R;), Ex,(m;),ci, ..., ci;). FOr clarity, letp = time(R;). To
integrate time limited searches into the log, the time keyItéf, can be used to encrypt a part of
R;, or R; in its entirety. For the remainder of this section, we consider each of these cases, and
discuss the tradeoffs between them.

The message; is encrypted with a random kelf,. Letm, = Ek,(m;). Instead of storing
mj in R;, we can replace it wittor k., (m;). The cost of implementing this change on the server is
one additional symmetric key encryption, which is negligible when compared to the IBE operations
needed to produce thg;'s. Since the time periog is stored in the clear, an investigator does not
need to perform any IBE decryptions on the's if p is not in the time interval she is searching.
Otherwise, the investigator can proceed as before, aAd i obtained from one of the;;'s, one
additional symmetric key decryption is needed to decrypand obtainn,. Note that the costs are
the same ifn; is encrypted witil' K, before K.

An alternate approach is to encrypt with a key other thari’;. The new key, which we denote
by K], is derived from the original key and the time key, for examp{é,= h(K;,TK,). This
approach is almost identical to the previous version, except that an extra hash is required rather than
an extra symmetric key encryption. Since both a hash and a symmetric key encryption are much
quicker than an IBE encryption, it does not matter which is used.

The final part of the record that can be encrypted aretfge Since the time key is independent
of the keyword, it makes sense to encrypt all of thés as a single block. This amounts to encrypt-
ing all of R;, except fori, p, andm, = FEk,(m;). Sincei andp can be inferred from a record’s
position in the log, and we previously discussed the double encryptiof,ofre only need to dis-

cuss encrypting the entire record. As before, the server only needs to perform an extra symmetric
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key encryption. However, when an investigator is performing a search, she may not knexathe

time period of an arbitrary record. As a result, a large number of symmetric key decryptions and
extra record retrievals are required to find the first record of the time interval being searched. Note
that once the time period of one record is known, only one or two extra decryption is required per
record, since the records are stored in order — the following record is from the same time period or
the next one (the cost of gaps can be amortized over the entire search).

While encrypting part of a record (e.gn;) appears to be more efficient, it turns out that en-
crypting the entire record provides much a better construction to build on. In the next two chapters,
we show how we can encrypt the entire record and avoid the inefficiencies the investigator has with
searching. In particular, preventing access todhs can be used to build an index and provide

time zones.
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Chapter 6

An Index for Efficient Searching

As previously discussed, there are significant limitations and tradeoffs that need be considered
when designing schemes that achieve time limited searches. We address these issues by having
efficiency be our primary goal. In the next chapter, we integrate the ideas of time limited searches
and the use of an index to achieve our goals.

The general idea of efficient searching involves an index. However, when designing an index,
one needs to keep in mind that an important goal is to ensure that the untrusted server should not
need to store a large amount of key material, and the material should be evolved to achieve forward
security. Moreover, the index needs to be secured, as it presents a valuable target for an adversary.
Hence, the index needs to be designed very carefully.

For an index to be useful, an investigator must be able to retrieve records from the server with
random access, rather than only be permitted sequential access. At a minimum, each record has
an sequence number (its ordering in the entire audit log), which for log re@pid simply i.

Log records can be efficiently looked up by the server using the sequence number. Other types of

efficient lookups are possible, for example, by a hasR,of
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Without an index, completeness is guaranteed by examining every record in the log. Moreover,
the hash chain use for integrity ([KS99, WBDO04]) involves all records in the log. An index allows
an investigator to perform a search while only examining a subset of records in the log. Thus, the

index must be able to preserve the guarantees of completeness and integrity that exist.

6.1 A Separate Index

The simplest form of an index is a linear structure that is separate from the log. Specifically, for
each keywordy, there is an indeX.,, that is an array of sequence numbers of records that cantain
Note that storing the actud{;’s for those records, rather then just their sequence numbers, would
allow for more efficient searches, but would make the index even more valuable (considering the
index is stored in the clear). In this setting, to search for a keywgrdnly the records with their
sequence numbers iy, need to be searched. As a result, the number of IBE decryptions needed is
reduced to one per keyword per record in the index from one per keyword per record in the entire
log.

However, this simple solution has a large drawback. In order to add a new record, the server
needs to identify which index is which, thus, thef L., is in the clear. Furthermore, each sequence
number withinL,, is in the clear, so the server has knowledge of which records contain which
keywords. From an adversary’s perspective, such an index can be easily abused, and a less revealing

solution is needed.
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6.2 An Integrated Index

To protect the index from an adversary, the only time an index should be accessible is, from
some log recordr, that uses keyworay, when an investigator wants to find the next log record
(sayR,, for somey > z) that uses keywora. Since we are in an append only model, when the
recordR, is added,R, was already written and cannot be altered to poinkto As a result, the
integrated index will be in the form of “back pointers” (which we also call reverse pointers) stored
as part of each;. This construction implies that searches are now started at the end of the log (the
present), and progressively work there way toward the beginning of the log.

In the original scheme of [WBDO04], each keyworg in record R, is used to encrypt; =
IBE,,(flag|K,). Now, we want to include the sequence number of the previous record containing
keywordw; (e.g.,w from R,). Thus, we now have; = I BE,,, (flag|K,|z). When an investigator
is searching for a keyword, she starts at the end of the audit log (e.g., the most recent entry). Next,
she attempts to decrypt eachfor that record using the private key far. If the record does not
use the keyworay, no decryption is successful, and the investigator proceeds to the previous record
and repeats this process until the first match or the beginning of the log is reached.

Note that an additional optimization is possible with an index. In addition to the sequence
number,z, of the previous record containing a keyword, can also contain which of the;'s
in the previous recordK,) was for the keywordv. We denote by;- the correctc; from the
previous record, and includg in ¢;. Using this optimization, an investigator only require one
IBE decryption per matching record, rather then an IBE decryption for each keyword in a matching

record.

To implement the integrated index scheme, it is necessary for the server to maintain a table of
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each keywordv that appears in any record in the log, the sequence number of the most recent record
that containsy, and the corresponding value fgr. Even with millions of different keywords, this

does not impose a significant storage burden on the server. However, it leaks some information
about one of the keywords stored in certain records, with a tendency to reveal more information
about more recent records. Furthermore, for an investigator to take advantage of this index to
start their search at the first relevant log entry, the server would need to know which keyword the

investigator is looking for. Clearly, there is a need to have a better solution.

6.3 Anchor Records

The improved index structure is based on “anchor” records that appear at the end of each time
zone. Each of these anchor records, which we denoté&,asvherep is the last time period of
the time zone, contains part of the index relevant for the log records that occurred during that time
zone. There are several tradeoffs involved in determining how often anchors should appear which
are similar to the tradeoffs discussedArsumption 3 Instead of storing a message in an anchor
record, we store the sequence number of the previous anchor record. To let investigators access the
previous anchor record efficiently, its sequence number is not encrypted.

Next, the keywords associated with, must be determined. First, we introduce some notation.
Let W,,.., denote the set of recently used keywords, specifically, those used in at least one log record
since the last anchor record. L8f,,; be the set of keywords used only in records before the last
anchor record. Finally, let,, be the sequence number of the last log record to use keyword
At a minimum, the keywords foR; should be all of the keyword®/,,..,. Specifically, for each
w € Whew, Ap Will containc = IBE,,(flag|s.,|7*). After A, is written, s,, should be updated

to equalA,’s sequence number, and eachupdated accordingly. In other words, the next time a
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record containing the keyword is added to the log, its back pointer should be to this anchor record.

Next, we discuss the keywords froii,;;. From a searching perspective, it is better to include
eachw € W, just like those keywords iW,,.,,, except thats,, should not be updated. This
way, an investigator with access to any anchor record can immediately find the most recent log
record containing the desired keyword. However, the storage requirements become prohibitively
expensive since there can potentially be millions of distinct keywords in an entire log. Thus, we
cannot include any of the keywordsTi,;; in the anchor record. To perform searches, investigators
to need to traverse a chain of anchor records to find the first actual record that matches before
following the back pointers. Some optimizations that allow the first matching record to be found
quicker are discussed as future work.

We note that these anchor records are similar to the index described in [WBDO04]. One difference
between their construction and ours is that their index records contain all the information about the
matching records within a time zone, but our anchor records only contain information about the
previous matching record. However, the more significant difference is that their index records are
independent for each time zone, while ours allow a connection from the first record in a time zone
to the anchor record of the previous time zone containing a matching record. This connection
allows for large stretches of time zones without any matching records to be skipped, which greatly

improves our performance when looking for infrequently occurring keywords.

44



Chapter 7

SEALED

In the previous chapter, we discussed how to build an integrated index using anchor records to
speed up searches. These anchor records allow an investigator to skip log records which are known
not to contain the keyword she is searching for. Thus, the anchor records are used for efficiency,
since records may be retrieved directly. However, if we change the index structure such that the
only way to access log records is through the anchor records, then we can provide time restricted
searches.

At a high level, we achieve efficient searches on encrypted audit logs as follows. As all log
records can be retrieved by any entity, this necessitates that records be encrypted. In particular,
regular log records are encrypted with a hash of themsghaesl special anchor records, which
occur once per time zone, and are encrypted with a time key and are signed with an evolving
authentication key. These records serve as an index of the keywords that occurred in regular records
during that time zone. Efficient searching is achieved by following “back pointers” to the previous

matching record, which take the form of a hash of the record they point to. As a result, the decryption

® This technigue is called convergent encryption, and has been used in other contexts to reduce
the storage required when encrypting duplicate data with different keys; see [ABC02, DAB02].
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key for a record is provided at the same time that a chain of authenticity is followed. Thus, only the
signature of the final anchor record needs to be verified. Searches cannot extend further in time since
anchor records for unauthorized time zones cannot be decrypted. To prevent an active adversary on
the server from learning the decryption key for a record, log records are indexed by a hash of their

key, and back-pointers are stored in an encrypted form.

7.1 Normal Log Records

Since the server can efficiently retrieve a log recBrcdy more than just its sequence number
(4), it can lookup an encrypted recoftj by its hash. However, this would allow the server to decrypt
all records since it has access to the key (the hash) and the ciphertext. To fix this problem, the server
looks up records by:.(h(R;)), which is the hash of the encryption Keyin this case, knowledge
of the hash of a record is sufficient to retrieve that record from the server, decrypt it, and verify its
integrity, without giving an adversary who has compromised the server means of doing the same.
Furthermore, hashes of previous records can be included in later records (within backpointers) to
form chains of records that can be authenticated via the final record in the chain. (This idea was
previously illustrated in Figure 1.1.) We note that in this construction, the sequence number of
a record is no longer required, but sequence numbers allow records from separate searches to be

combined in sorted order. Specifically, thth regular record in a log can be constructed as:
Ri = <’i, time(Ri), EKz (mz), Cily--- >Ci€i>

whereK; is a randomly chosen key for recarcand eacle;; is an index fragment for a keyword

that appears in recort;. c;; is derived from metadata maintained by the server. To illustrate how

" This idea is similar in nature to one derived independently by Kevin Fu [F04].

46



the metadata is updated, consider the last reéoitiat contained keyword). Let j* denote the
index fragment inX linked tow. Furthermore, let the indirection block of for keywordw be

iby, = (h(X),j* flag). To enable efficient retrieval of records, a backpointer«ois created
asry, = <Kgm,ETKp, (z’bw)> wherep’ = time(X) and K¢t is the key used to encrypt part

of the subsequent record containimg(e.g, an index fragment iR;). In this way, the decryption

key for a record is provided at the same time that its chain of authenticity is followed. The stored
metadata i<"*** andI BE,,(r,,). For a particular;; the server can derive this index fragment as

c= <Emezt (K], IBEw(rw)>. For more details about how a log record is added, see Algorithm 1.

7.2 Anchor Records

If an investigator obtains,, from the server's metadata, she can proceed with a search starting
from the present. In order to meRequirement 2it must be possible to begin a search from any
time zone in the past. To allow for such searches, special “anchor” records (occurring once at the
end of each time zone) can serve as an index of the keywords that appeared during each time zone.

Such anchor records can be constructed as:

Ay = <p, h(Ap-1),¢cp1;- -, Cpgp>

Eachc,; is simply thel BE,,(r,,) that is stored as metadata. Aftéy, is written, this metadata
is updated in the same way as for a normal record. More details about adding anchor records are
in Algorithm 2. Note that this metadata is encrypted, so an adversary who compromises the server
before A, is written will not be able to decrypt the log records for the current time zone. This is a
direct contrast to the indexing optimization of [WBDO04] in which the keys for records in the current

block are kept on the server until the index record is written.
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The hash of the previous anchor record is included to make authentication easigy.islf
authenticatedh(A,—1) contained withinA, is also authentic, so it may be used to authenticate
A,_1. Consequently, all previous anchor records can be authenticated is a similar manner. Anchor
records can be digitally signed using an evolving key to achieve forward security. For delegated
searches, the investigator only needs to verify the signature of the most recent anchor record to
authenticate the results of an entire search, since all previous anchor records can be authenticated
with the hash chain. Similarly, once the backpointer to the first matching record is found within an
authenticated anchor record, the back pointers form another hash chain to authenticate all matching
records.

Searches can be prevented from extending past anchor records for which the investigator is not
given access to by encrypting anchor records with time-zone specific keys; thus anchor records for
unauthorized time zones cannot be decrypted. As discussed, normal log records are also encrypted.
The server simply encryptB; and A, and indexes them by a hash of their respective encryption

keys. Specifically, the server now stores regular and anchor records as:

R, = <h(h(Ri))7Eh(Ri)(Ri)>

A, = (MTK,), Bri,(Ay), SIG 4 (Ap))

respectivelySIG , K; (m) denotes a DSA signature [F186] usings,,” as the private kéy Re-
call AK,, is derived in a tree-based manner similar to time-based keys (see Section 5.3) and hence
AK, is known by the server. While it may be argued that more key material is now stored on the

server, our tree based construction limits the exposure of future keys when the server is compro-

® AK, is derived agh(AK))|h(AK, + 1)} modg, whereq is a 160-bit prime.
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mised. This is a direct contrast to the schemes of [KS99, WBDO04], where all future versions of the
linearly derived authentication key are exposed when the server is compromisé&e(pgement

10).

7.3 Protocols

7.3.1 SETUP

Alice randomly chooses a master time kéyH,) and a master authentication key K.).
Next, she initializes an instance of the IBE scheme (see [BF01]), and generates DSA parameters
(see [F186]). The parameters are published and provided to the server. Alice retains the master IBE
secret, the master time key, and the master authentication key. As discussed eariss(seption
3), periodic interaction is required between Alice and the server to update the key material on the
server. This interaction is similar toHDEGATION, except that authentication keys are also provided

to the server.

7.3.2 DELEGATION

Suppose an investigator requests to search for records that occurred during the set of time inter-
valsT that are related to any keywordsT. If Alice approves the investigator's request, she can

provide several keys to the investigator to facilitate the search as follows.

1. First, for each keyword) € W, Alice uses the master IBE secret to generate the IBE decryp-

tion key,d.,.

2. Next, for each disjoint interval of tim@s¢art, Pstop) iN T, Alice usesA K., to deriveAK,,

stop !

and provides the public ket K- = g{"A&pstop) 1M AKDs10,+ D} modulo a 1024 bit prime

Pstop
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(i.e., the DSA modulus).

3. Finally, for each time intervapsiqrt, Pstop] in T', Alice usesT'K, to provide a set of time

keys that allows an investigator to compUté, for eachp € [psiart, Pstop)-

Both time and authentication keys are derived from a tree structure as described in Section 5.3.
The set of keys that must be transmitted to the investigator corresponds to the minimum set of nodes
in the tree whose subtrees span the entire set of leaves bepwgerandp,;.,, but does not span

any other intervals. An example was presented in Section 5.3; for more details, see Algorithm 3.

7.3.3 SEARCHING AND DECRYPTION

For ease of exposition, we discuss searching and decryption in terms of a single keyemuald
time interval[psqr¢, Pstop) (It Should be obvious to the reader that searches for multiple keywords
or time periods may be performed in parallel.) An overview of the search and decryption procedure
is provided in Figure 7.1.

If an investigator wishes to retrieve a record using a k&yshe providesi(K) to the server,
which in turn retrieves the corresponding content (€gor A). At this point, the investigator can

now decrypt that content witk” to obtainR; or <Ap, SIGAK; (Ap)>, respectively.

SEARCHING FOR THEFIRST MATCH

To locate the first matching record within the scope of her search, an investigator starts by

deriving T K, and using it to retrievel,,, ., and its signature. She verifies that signature using

stop !

AK;ZW? if the signature does not match or the the server fails to return the record, the search is

terminated. In this case, the investigator deems that the server is misbehaving or the log has been
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Figure 7.1: A view of a search spanning multiple time zones. In regular records the message

is encrypted withk;, the index fragment is IBE encrypted for the keyword being searched for, and
the entire record is encrypted with a hash of itself. Anchor records are encrypted with time keys. A
search is performed by following the pointers within index fragments — these fragments contain the
key to decrypt the current record, and a hash of the previous matching record.

altered. Otherwise, if the signature is verified, the investigator has now authentiGated Now,
letA = A,,,,, andp = psiop.

Recall that each index fragmenin A is derived from a distinct keyword. For ease of notation,
suppose that was derived fromy’. That is,c = <EKZ¢/3M [K],IBE,, (rw/)>. We emphasize that
w’ is unknown to the investigator. Hence, givénandp, the investigator can search for the first

match as follows:
1. For eaclrin A she computes,, = IBDg, (IBEy/(ry)).

2. If w # w’, then this decryption will not be successful. If none of the index fragments can be
decrypted, then the prior anchor record must be retrieved. Othemyisan be used as input

to the SARCHING FORSUBSEQUENTMATCHES algorithm.

3. Retrieve the next anchor record by derivifig<,_; and using it to retrieved,_;. Next,
compare the hash of,,_; to that stored im4. If these hashes are not in agreement, then the
search is terminated, and tampering has occurred. Otherwise, the authentitjty; o now

established since its hash was previously authenticated.
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4. LetA = A,_; andp = p— 1. Repeat Steps 1-3 until a decryption is successful-orp,q,-

If p = pstare @and No decryptions were successful, then no matching records exist, and the search
is complete. Otherwise,, can be used as input to the next algorithm, which retrieves all matching
records. Note that sincé authentic, and,, is contained within4, then it is also authentic. For a

more detailed description of how to find the first matching record, see Algorithm 4.

SEARCHING FORSUBSEQUENTMATCHES

Assume that the investigator has decrypted and authenticgtéom an index fragment =
<EK$m (K], IBEw(rw)> from a record during time periog wherer,, = <K{3m, Erk,. (ibw)>.
Here, p* is the time period during which the previous matching record occurred. If the current
record is not an anchor record, th&r“** can be used to decryply ... [K]. Next, K can be used

to decryptm. To obtain the next matching record, the investigator proceeds as follows:

1. Decrypt the encrypted indirection blodkr . (iby) by sequentially trying each time key
TK, (for p' € [pstart, p]) in descending order. If a decryption withk, is correct (e.qg.,
p' = p*), thenflag is recovered successfully. However, if no decryptions are successful, no

more matching log records exist within the inter{fal.,+, pstop], and the search is complete.

2. Let the result of the decryption b&, = (h(X),j*, flag), whereX is the previous record

related tow, andj* is which index fragment itX is related tow.

3a. If p* < p, then X is an anchor record. In this case, the investigator defiv&S-, and
uses it to retrieved,-. The authenticity of4,,- can be established by comparing a hash of
the returned record to that &f X) in ib,,. If these hashes do not agree, then the search is

terminated, and tampering has been detected. Otherwjsean be obtained by following
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Step 1 in the algorithm to find the first match, where only theh index fragment it4,,- is

consideredr,, can then used as input in Step 1.

3b. If p* = p, thenX is a normal log record, antl( X) is the encryption key used to retrieve
Sincer,, was authenticated, anéb, is a part ofr,,, ib,, is also authenticated. Thus, siniég
containsh(X), if the hash of the retrieved record agre&sis authenticated. The nex}, can

be obtained by IBE decrypting the appropriate part ofjthéh index fragment inX. Repeat

Step 1 with the new,, (andp = p*).

For a more detailed description of how to retrieve subsequent matches, see Algorithm 5.
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Chapter 8

Performance

In this chapter we evaluate the performance of our proposed technique for searching encrypted
audit logs. All experiments were performed on a dual 1.3 GHz G4 server with 1 GB of memory.
For symmetric key operations we used the Openssl [SSL] implementation of AES with 128-bit keys
[F197]. 160 bit SHA-1 was used as our hash function [F180], and DSA with a 1024 bit modulus
and 160 bit secrets for the digital signature operations [F186]. We used the Stanford Identity-Based
encryption library [IBE] for IBE operations with a 512-bit prime and a subgroup of size 160-bits.

To empirically evaluate the performance of our scheme, we conducted several experiments.
First, the realtime costs associated with inserting encrypted log entries is evaluated by replaying a
log depicting activity recorded by the Snort IDS [CBF04] system running on a Mac OS X server
during a period spanning several months. The events in the log occur in bursts, with half the alerts
occurring in a 10 day span. Of the days with at least one alert, there were an average of 260 alerts
per day, but a median of only 17. During the observed period, roughly 27,000 alerts were recorded,
including attacks from nearly 1,700 distinct IP addresses, with roughly 500 of these IP involved in

more than 10 alerts. On average, records were described by 6 keywords. The encrypted log itself
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required 62.5 MB of storage with the average record size being 2.3 Kbytes.

Unfortunately, due to its bursty nature, the log is not as diverse as one would expect, and not
well suited for testing the theoretical performance of our scheme. To address this, we evaluated the
theoretical performance characteristion a synthetic log with characteristics similar to that of the
Snort log. The synthetic log contains 30,000 entries timed with an exponential distribution. The
expected elapsed time between records was 15 minutes, which results in a log spanning roughly 11
months. To make the synthetic log more closely approximate the characteristics of the Snort log,
records are described with an average of 5 keywords that include one of 10 random attack types,
one of 500 randomly chosen IP addresses, keyword ALL, and keywords that appear with known
probabilities. Table 8.1 depicts the cost to insert, in real time, all the records from an synthetic log
to a MySQL database. These results are averaged over five runs. The table shows, for example,
that if log contain records with an average of 6 keywords, throughput is roughly 15 records per
second. We note that this throughput corresponds to the maximum peak rate of 15 records per
second observed in the Snort tral®es

Next, to evaluate the efficiency of our approach we experiment with searches on both the real
and synthetic logs. For the synthetic log, searches are performed for keywords occurring with
varying probability. The left-hand side of Figure 8.1 depicts the results of searches averaged over

100 randomly generated logs. The results show that when searching for keywords that appears

® Under the assumption of a uniform distribution of keywords in the log, the number of IBE
decryptions needed to perform a search for a keywotcurring with probabilityr is as follows.
If » records occur per time zone, the probability of a record withccurring within a particular
time zoneigy = 1 — (1 —x)". The expected number of anchor records to be searched before the first
match is found id /y. Thus, the total number of IBE decryptions is one for each distinct keyword
in each of thel /y anchor records until the first match is found, one per subsequent anchor record

containing a matching record, and one per matching record.
10 According to [WBDO04], the MIRACL package [MIR] has an implementation of IBE that is

twice as fast as [IBE], and if this is the case, we can expect higher throughput.
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| words/record| time (s) | records/sed| words/record| time (s) | records/sed

1.0 343.5 87.3 3.0 879.0 34.2
15 482.7 62.2 4.0 1168.2 25.7
2.0 617.4 48.6 5.0 1509.9 19.9
2.5 749.0 40.0 6.0 2069.7 145

Table 8.1: Running times in seconds to import 30,000 records with varying numbers of keywords
per record.

1E+6 7 6000
1

5000 ===

1E+5 —

/ 2000 \\\
1E+3 \‘\ /\
/—/‘\ —
1000 V4 Y \/\A\__/
—— Original =~ Index — SEALED

0% 20% 40% 60% 80% 100% 0.0% 0.5% 1.0% 1.5% 2.0% 2.5%
Keyword Frequency Keyword Frequency

4000

IBE Decryptions
-
m
T
IS
IBE Decryptions

1E+2

Figure 8.1: Incurred IBE decryptions as a function of the keyword frequency. (Left) Searching on
the synthetic logs averaged across 100 runs. (Right) Searching on the Snort log.

infrequently, our technique achieves significantly better performance penalty than that of [WBDO4].
For example, if the search keyword occurred withiid of the records in the log, our technique
results in roughly 10 times fewer IBE decryptions than the enhanced index scheme of [WBDO4].
Moreover, if the keyword being searched appears in less thaof the records (which might be
the case if searching for an IP address for example), our approach requires roughly forty times
less operations than the enhanced scheme of [WBDO04]. In one particular case, when searching
for a keyword that only appeared in one record at the end of the log, our scheme only required 12
decryptions, while [WBDO04] required roughly 6,000 decryptions.

To see why this is the case, letdenote the number of entries in the léghe number of log

entries per blocky the average number of distinct keywords in a block, artdle number of log
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records that are related to a keyward To perform a search far using the scheme of [WBDO04]

an investigator must retriev@(n/b + k) log records and perforr®(u - 3) IBE decryptions. In
practice, since most useful searches are for infrequently occurring keywords (e.g, an IP address)
thenn/b > k, which means that there are many distinct keywords in each block and>sd.

Hence, the number of records to retrieve (and associated IBE operations to be performed) becomes
proportional to the total number of records)rather than the optimal value (i.e., the number of
matchingrecordsf). By contrast, our scheme is similar in performance to that of [WBDO04] up until

the first matching record is found, after which the number of retrieved records and IBE decryptions
are bothO(k). Thus, the our biggest performance advantage is achieved when the first matching
record occurs toward the end of the search interval.

Similar performance improvements are observed for searches on the Snort log itself (shown in
the right-hand side of Figure 8.1). Here, each point in the graph depicts the average number of IBE
decryptions required to separately search for each keyword that appears in the specified percent of
records. While the number of decryptions required when searching the Snort alerts for keywords
that appeared witkc 1% frequency results in only twice as few IBE decryptions as the enhanced
index scheme, the vast majority of records in the log are clustered to one region—in particular,
towards the beginning of the log and therefore is not reflective of the average case scenario. In
practice, if searches are limited to a more well defined period around the activity in the log, then we
can expect performance improvements similar to that observed for the synthetic logs. Nonetheless,
we believe our constructions significantly advance the practicality of searches on encrypted audit

logs to date.
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Chapter 9

Conclusion and Future Work

In this thesis we presented the construction of an encrypted audit log that allows its owner
to efficiently delegate searches that are limited by both time and content. We explored several
problems. First, we investigated how an audit log can be searched during an investigation after the
server is compromised, and how the exposure of private information stored in the log can be limited
during a search. Furthermore, we examined how the owner of the log can delegate searches on the
log to authorized third parties efficiently. These delegations may be voluntary (for example, to a
managed security company to investigate an attack) or involuntary (for example, to comply with
a search warrant). Delegated searches are limited in scope and duration, provide a guarantee of
completeness, and are efficient.

Moreover, we showed that investigators can efficiently find all relevant records, and can authen-
ticate retrieved records without interacting with the owner of the log. In addition, we provided an
empirical evaluation of our techniques using IDS alerts collected over a span of a few months. We
showed that our constructions are practical and improve the state of the art. As shown in Chapter 8,

our improvements over prior work manifest themselves when searching for infrequently occurring
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keywords.

An interesting direction for future work is in exploring ways to decrease the cost associated
with finding the first matching record for the keyword being searched. One such approach is to
make use of Bloom filters [B70] based on the keywords that appeared in the anchor record of each
time zone. In doing so, needless IBE decryptions can be avoided. However, this approach has
a potential security weaknesses, in that an investigator could use the Bloom filter to determine if a
keyword appeared in an anchor record, even without permission to do so. As such, other approaches
for finding the first matching record more efficiently need to be explored.

An alternate direction of future work could involve relaxing the assumption that the owner of a
log is not subject to compromise. If that is the case, then work on separation of trust, for example
the work on Intrusion Resilient Signatures [IR02] and Capture Resilient Devices [MR01], may be a

fruitful avenue to pursue.
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Appendix A

Algorithm Detalls

Al LoG

There are two parts to the protocol of adding a log record. First, in Algorithm 1, the message
itself must be added to the log. Once the time zone changes, Algorithm 2, which creates the anchor
record and updates the metadata, must be executed. Note that for each keyvairtias appeared
in the log,I BE,,(r,,) and K*** are stored in the database. Also, note thaphyv(p), we mean

the last time period in the previous time zone, which is normallyjjustl.

A.2 DELEGATE

This protocol allows Alice to determine the set of time keys needed for any interval of time
zones. The details are in Algorithm 3, but some terminology is needed. We define two functions
(ext, and common) on full 32-bit time periods. For a single 32-bit time periadwe denote
ext,(a) = p as the shortest prefix af such that the remaining2 — |p| bits of a are allz’s (for

some bitz). In other words, it returns a prefix of a that excludes all trailinge’s. From the
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el
N B o

NNNRNDNRRRRER R R
P WNRPROO®NO R

INPUT: m, a message to put in the log (during time perigdandT K, the

current time key
OUTPUT: R/, the encrypted log entry
K e {0,1}*
R — {i,p, Ex(m))
for all w € words(m) do
if current(w) = unde fined then
ibw €r {0,1}*
Kg)ext €R {O, 1}*
Ty — (KT ib,,)
Store K1*** IBEy,(r.)
end if
¢ (Excgest (K), IBEy (o))
R — (R,c)

: end for
1 j<—0
: for all w € words(m) do

ibw — (h(R), j, flag)
K;rlz)ea:t ER {0’ 1}*

Ty — (KD, Erg, (iby))
current(w) « true
Store K'“t I BE,,(ry)
je—j+1

. end for
: return R/ = <h(h(R)),Eh(R) [R]>

Algorithm 1: Insertion of messages to the audit log.

61




N NN P R R R R R R R R
NBE O © NSO WNRO

INPUT: p, the current time period4 K,,, the time period’s authentication ke

andT K, the time period key

USES:A(Apco(p)), the hash of the previous anchor record.
OUTPUT: A4’ the encrypted anchor record for time perjod
A — <p,p7’€v(p), h(Aprev(p))>
forall {w : current(w) = true} do
LoadIBE,, (1)
A — (A IBE(ry))
end for
Storeh(A)
J<=0

: forall {w : current(w) = true} do

iby = <h(A)a]a flag>
Knet g {0,1)

Ty — (KD, Erk, (iby))
current(w) < false
Store K" IBE,,(ry)
Je—g+1

: end for

A = (WTK,), Bri,(A), SIG ;- (A) )
: delete AK, andT' K,

pe—p+1

: return A’

2Y,

Algorithm 2: Procedure for advancing to the next time zone.
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|<_ a - low(c) _>|

a c 0
a = low(p) p '0! 1{0 .. 0
high(p) p 10, 11 .1
b c 1
|<_ b - low(c) _>|

Figure A.1: Providing time ke{ K, (wherep = expo(a)) will allow all time keys betweem =
low(p) andhigh(p) to be derived. Then, the algorithm can be run again, with high(p) + 1 €
(a, b].

definitions, it should be clear th&tw(exty(a)) = a andhigh(exti(a)) = a. For two 32-bit time
periods,a andb, we denotecommon(a,b) = c as the longest common prefix thatndb share,
le| €10, 32].

In designing our algorithm, we desire that Alice be permitted derive the time keys to generate a
range of time periods, fromto b, inclusive. Atime keyl' K, is safe if it does not allow the recipient
to derive any time keys out of range, specificatlyfe(T'K,) = low(p) > a N high(p) < b. A set
oftime keysS = {T'K,, ,...,TK,, } is covering if it allows the generation of all time kegga, b].

If all of the time keys inS are safe, then the generation is exactly the set of time &eysb|. For
efficiency, the smallest number of time keyS|j should be returned.

In a particular instance of the algorithm,is the starting period andlis the stopping period
(a < b, both inclusive). The common prefix afandb is ¢, as shown in Figure A.1. The remaining
bits of a andb can be computed by subtractifigo(c) from them. Ifa andb are aligned to cover an

entire binary tree of heigl#2 — |¢|, thenT K. can be returned, from which alf2-l< time keys in

[a, b] can be generated. Most of the time, this alignment will not be possible, thus we provide time
keys that allow us to increaseto «’ and decreasgto b’ such thatid’, ¥'] is closer to being well

aligned.
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We obtaina’ as follows. If the remainder af is all 0’s (e.g.a — low(c) = 0), then we only need
to adjustb, anda’ = a. Otherwise, we observe how many trailing 0's arezjrand take the prefix
p = exto(a), as indicated in Figure A.1. Sinece— low(c) > 0, there must be at least one non-zero
bit in the last32 — || bits of a, thus,|p| > |c|. Furthermore, the last bit gf must be a 1. Providing
TK, will reveal all time keys from periodow(p) = a throughhigh(p). Since|p| > |c|, it follows
thathigh(p) < b. Thus,T'K,, is safe, and we can continue the algorithm on a reduced range of time
periods. We let’ = high(p) + 1, derived’ in a similar manner, and run the algorithm o, b].
Note that the form ofi’ is to have a prefix, and to end with at least one more zeros thasince
the last bit ofp is a 1. Thus, in the next iteratiofp| will decrease (until it reaches|; when that

happens, the algorithm can return a final key and return).

DISTRIBUTE-KEYS(a, b)
INPUT: The ranges of a search startingiand stopping at (a < b).
OUTPUT: A minimal safe covering sét of [a, b]
S
¢ «— common(a,b)
return S = {TK_} if low(c) = anhigh(c) =b
if low(c) = athen
a —a
else
p < exto(a)
S — SU{TK,}
a’ «— high(p) +1
:end if
. if high(c) = bthen
b —b
. else
p «— exty(b)
S — SU{TK,}
b — low(p) — 1
. end if
creturn Sifa#d Nb#AV Nad —1=V
. return S = S UDISTRIBUTE-KEYS(a', V)

NNE R R R R R R R R R
PO O NSO WNRO

N
N

Algorithm 3: Distribution of time keys.
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A.3 SEARCH

An investigator must obtain secrets from Alice using the delegation protocol before she can
perform a search. Searching is broken up into two phases. In the first phase, anchor records are
scanned until the first one containing a matching record is found. Then, in the second phase, all
subsequent matching records are returned. For more details, see Algorithms 4 and 5, respectively.
These algorithms are presented for the simple case of searching for one keyword in one continuous
interval of time, but can easily be extended to search for multiple keywords in multiple time zones.

Both of these phases make use of another procedure: given a request for a log record, by the
hash of its encryption key, the server returns the encrypted part of the log record (and for anchor
records, also the signature), or an error message that no such entry exists. We use the function

getrec(x) to mean the execution of an instance of this protocol.
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1: To perform a search for keyword over an interval of tim&” = [py, ..., pxl:
INPUT: d,, the IBE secret forw, AKI,*k, and the time keys for eaghe T
(provided by Alice from the delegation protocol)
OUTPUT: The set of messages in the log recordgch(T, W)
P~ Pk
next_hash «— 0
while p > p; do
key «+— TK,
A" — (x = Erg,(A), sig) — getrec(h(key))
abort if error retrievingA’
10: A — DTKP (QJ)
11: (P, Pprev, next_hash’,ci,...,c;) — A
12:  abortif p = p, N cannot verifysig with AK
13:  abortif p < pp Nnext_hash # h(A)
14:  next_hash < next_hash’
15 forall c=IBE,/(ry) € {ci,...c;} do
16: z = ETKp (wa) — IBde (C)

N

17: next if decryption failed (e.gw # w’)

18: (newt_h, j*, flag) < DrK,(2)

19: abort if decryption failed

20: Run Phase 2 with extra inpugsnext_h, j* and return result
21:  end for

22: D Pprev

23: end while

24: return no records match

Algorithm 4: Finding the most recent time zone with a keyword matching the search criteria.
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1: To perform a search for keyword over an interval of tim&” = [py, . ..
2: INPUT: d,,, the IBE secret forw and the time keys for eaghe T (provided

7pk]:

by Alice), p the most recent time period to contain a record of interestt_h,
a hash of the first record of interest, aifdwhich index fragment in that reco

is relevant.
OUTPUT: The set of messages in the log recordgch(T, W)
50
while p > p; do
R’ « getrec(h(next_h))
abort if error retrievingR’
R — Dnezt,h(R,)
abortif h(R) # next_h
10:  (i,p,msg = Ex(m),c1,...,¢;) — R
11: <x = Ejcpent (K),y = IBEw(rw)> — cjn

122 (Kt 2 = Brg, (iby) ) — IBDg, (1)
13: K — DK{})e:ct (l’)
14. S« (S, Dg(msg))

15 p'=p

16:  while p’ > p; do

17: (next_h,j*, flag) — Drk,, (2)
18: break if decryption successful
19: p—p -1

20: end while
21:  return S if no decryptions were successful
22: if p’ < pthen

23: p—p

24: key — TK,

25: A" = (b= Erg,(A),sig) — getrec(h(key))
26: abort if error retrievingA’

27: A — Dkey(b>
28: abortif h(A) # next_h

29: (...,c1,...,¢j) — A

30: tmp = Erk,(iby) < IBDg, (cj+)
31 (next_h, j*, flag) = Drr,(tmp)
322 endif

33: end while

34: return S

rd

Algorithm 5: Finding all subsequent matching records.
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